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Overview

Who are the Hackers?

There is a complex interconnected web of
organised cyber criminals trading in personal
data and access to servers and botnets. One
crime gang may be running massive phishing
campaigns to hoover up login credentials and
selling these for a few dollars each.

Other teams might buy these up to run targeted
Business Email Compromise attacks - following
your business processes to fool you into diverting
a payment to an attacker's bank account.

Yet others are scanning the internet for
vulnerable servers, installing botnet malware and
selling access for a couple of dollars per machine.
Others rent these servers to run Denial of Service
campaigns - where a week-long DDoS attack can
be had for $500. You can see from this that you're
under attack whether you think you have
interesting data or not.

Your credentials, your servers and your customer’s
personal data all have value - the question is just
how much. If you're an easy target, your data will
be floating around on the black market, and your
server may be breached - just for the $2 a botnet
herder can get to add it to their network.
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Attack Methodologies

The most common cyberattacks are:

While the proportion of companies affected by

each of these varies depending on who you ask,
these are invariably the top four most common
ways businesses’ IT systems are breached.

Phishing, 83%

Use of stolen credentials or impersonation 27%
Scanning and exploitation,

Ransomware or malware 13%

Phishing

83%

“Phishing emails try to convince users to click on
links to dodgy websites or attachments, or to give
sensitive information away (such as bank details). “

UK National Cyber Security Centre.
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Defending Phishing

—Y Email Filtering ((%3 Use Anti-Spoofing Measures
Deploy robust email filtering to block suspicious Implement DMARC, SPF, and DKIM to validate
emails, reducing the chances of phishing attacks emails, helping in preventing spoofed messages
reaching users. from being delivered to users.

@@ Security Awareness Training % Access Filtering

Educate users through regular training on Filter access to malicious websites to reduce
recognizing and reporting fraudulent messages, the chances of users entering credentials on
enhancing their ability to identify phishing phishing sites.

attempts and reduce the chances of phishing
being successful.

% Security Monitoring éﬁ Incident Response Plan
Implement continuous security monitoring to Have a structured response plan in place to act
detect and alert on suspicious activities and swiftly and efficiently when phishing incidents
anomalies swiftly, enabling immediate response occur, minimizing potential damage.

to potential phishing attacks and mitigating risks.
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Stolen Credentials

-

27%
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However, many sites do not do this correctly - You'll discover how many data breaches your
in which case the crooks now have your email email address has been found in. Now think back
address and your favourite password; and will - did you use the same password in any of those
happily try that combination on any sites they sites as you use now? If yes, people will try those
can find.If you want a sobering experience - visit credentials in anything they can find - corporate
https://haveibeenpwned.com/ and enter your email servers, your LinkedIn account - that VPN
email address. you set up but haven’'t used in ages.

You get the idea.

Defending Credential Theft

555 ) Enable 2-Factor
¢ed) Use a Password Manager - . ..

= g Authentication
Password managers securely store and generate Requiring two forms of identification adds
unique, complex passwords. This reduces risk of an extra layer of security, protecting against
credential theft and reduces the impact should unauthorised access even if passwords
it occur. are compromised.

'] Monitor Your Systems

Regular system monitoring and alerts for
suspicious activity allow quick identification
and defence of potential security threats.
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Scanning and Exploitation

Defending Exploits

Minimise Internet
Attack Surface

Use firewalls to ensure that systems not requiring
access from the internet remain inaccessible. This
significantly reduces the risk of these being
exploited. Verify firewalls are working as

intended with regular penetration tests and use
open-source intelligence sources to discover
“‘shadow IT” and manage the cyberrisk that
creates.

% Patch promptly

An effective vulnerability management
programme should assure that updates are
being promptly installed, especially to
internet-accessible systems. Apply patches
ensures that well-known vulnerabilities are
addressed, reducing the likelihood of
exploitation.
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Ransomware

20%
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If losing access to your data wasn’'t enough, these
days, ransomware gangs favour the double punch
in the face of encrypting your data and

threatening to publish it to the world if you don't

pay up.

Defending Ransomware

E@ Protect Admin Interfaces

Ensure that administrative interfaces, like
Windows Remote Desktop, are not accessible
from the internet unless absolutely necessary to
avoid unauthorized access.

@ Take and Test Backups

Regularly back up essential data to quickly
restore systems and avoid data loss in the event of
a ransomware attack. Make sure these are tested,
so that you know they will work in the event that
they are needed.

)7 Use Anti-Virus

Implementing anti-virus on email and
workstations is crucial for detecting and removing
malicious software, preventing ransomware from
infiltrating and compromising the system.
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Conclusion

Anyone in IT knows that things often do not go to Together, these give you the confidence that the
plan. Therefore, Independent Monitoring, controls you think you have are working, and help
Verification, and Assurance are vital components you respond quickly when mishaps occur.

of any cybersecurity strategy.
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FoxTech Defend is not a tool

Automated Vulnerability Management
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